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Package Contents

Contents of Package:

m D-Link AirPremier™ AG DWL-7100AP
802.11a/802.11g (2.4GHz/5GHz) Wireless Access Point

Power Adapter — 5V DC, 2.0A
Manual on CD

Quick Installation Guide
Ethernet Cable

Note: Using a power supply with a different voltage than the one included with the
DWL-7100AP will cause damage and void the warranty for this product.

If any of the above items are missing, please contact your reseller.

System Requirements For Configuration:

¥ Computer with Windows, Macintosh, or Linux-based operating
system with an installed Ethernet adapter

¥ Internet Explorer or Netscape Navigator version 6.0 or above,
with JavaScript enabled

B Atleast 128MB of memory and a 500MHz processor
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Introduction

At up to fifteen times the speed of previous wireless devices (up to 108Mbps™ in Super
AG mode), you can work faster and more efficiently, increasing productivity. With the
DWL-7100AP, bandwidth-intensive applications like graphics or multimedia will benefit
significantly because large files are able to move across the network quickly.

Inclusion of all three standards (802.11g; 802.11a; 802.11b) means that the DWL-7100AP
is versatile enough to allow connection to almost any 802.11 network or device.

The DWL-7100AP has the newest, strongest and most advanced security features
available today. When used with other 802.11 WPA (Wi-Fi Protected Access) compatible
products in a network with a RADIUS server, the security features include:

WPA: Wi-Fi Protected Access which authorizes and identifies users based on a secret
key that changes automatically at regular intervals. WPA uses TKIP (Temporal Key
Integrity Protocol) to change the temporal key every 10,000 packets (a packet is a kind
of message transmitted over a network.) This ensures much greater security than the
standard WEP security. (By contrast, the previous WEP encryption implementations
required the keys to be changed manually.)

For home users that will not incorporate a RADIUS server in their network, the security
for the DWL-7100AP, used in conjunction with other WPA-compatible 802.11 products,
will still be much stronger than ever before. Utilizing the Pre-Shared Key mode of WPA,
the DWL-7100AP will obtain a new security key every time it connects to the 802.11
network. You only need to input your encryption information once in the configuration
menu. No longer will you have to manually input a new WEP key frequently to ensure
security. With the DWL-7100AP, you will automatically receive a new key every time
you connect, vastly increasing the safety of your communication.

**Maximum wireless signal rate derived from IEEE Standard 802.11a and 802119 specifications. Actual data
throughput will vary. Network conditions and environmental factors, including volume of network traffic, building
materials and construction, and network overhead lower actual data throughput rate.”



Features

B Faster Wireless Networking with speeds up to 108Mbps™* in Super AG mode

B Compatible with

802.11a, 802.11b and 802.11g Devices - Fully compatible with the

IEEE 802.11a, 802.11b and 802.11g standards, the DWL-7100AP can connect
with existing 802.11b-, 802.11g- or 802.11a- compliant wireless network adapter

cards.

B Better security with WPA- The DWL-7100AP can securely connect to wireless
clients on the network using WPA (Wi-Fi Protected Access) providing a much
higher level of security for your data and communications than has previously

been available.

LEDs

LED stands for Light-Emitting Diode. The DWL-7100AP Wireless Access Point has 5
Green LEDs as shown below:

LED LED Activity
Power A steady light indicates a connection to a power
source
A steady light indicates a connection to the Ethernet
LAN (10/100) port; a blinking light indicates activity
WLAN L o .
(802.11a and A blinking light indicates activity in the respective
) wireless mode: 802.11a and/or 802.11b/802.11¢g
802.11b or
802.11g)

*Maximum wireless signal rate derived from IEEE Standard 802.11a and 802119 specifications. Actual data
throughput will vary. Network conditions and environmental factors, including volume of network traffic, building
materials and construction, and network overhead lower actual data throughput rate.”
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Wireless Basics

D-Link AirPremier™ AG wireless products are based on industry standards to provide
easy-to-use and compatible high-speed wireless connectivity within your home, business
or public access wireless networks. Strictly adhering to the IEEE standard, the D-Link
AirPremier™ AG wireless family of products will allow you to securely access the data
you want, when and where you want it. You will be able to enjoy the freedom that wireless
networking delivers.

A wireless local area network (WLAN) is a cellular computer network that transmits and
receives data with radio signals instead of wires. Wireless LANs are used increasingly
in both home and office environments, and public areas such as airports, coffee shops
and universities. Innovative ways to utilize WLAN technology are helping people to work
and communicate more efficiently. Increased mobility and the absence of cabling and
other fixed infrastructure have proven to be beneficial for many users.

Wireless users can use the same applications they use on a wired network. Wireless
adapter cards used on laptop and desktop systems support the same protocols as
Ethernet adapter cards.

People use wireless LAN technology for many different purposes:

Mobility - Productivity increases when people have access to data in any location within
the operating range of the WLAN. Management decisions based on real-time information
can significantly improve worker efficiency.

Low Implementation Costs - WLANSs are easy to set up, manage, change and relocate.
Networks that frequently change can benefit from WLANs ease of implementation.
WLANSs can operate in locations where installation of wiring may be impractical.

Installation and Network Expansion - Installing a WLAN system can be fast and easy and
can eliminate the need to pull cable through walls and ceilings. Wireless technology
allows the network to go where wires cannot go - even outside the home or office.

Inexpensive Solution - Wireless network devices are as competitively priced as
conventional Ethernet network devices.

Scalability - WLANs can be configured in a variety of ways to meet the needs of specific
applications and installations. Configurations are easily changed and range from Peer-to-Peer
networks suitable for a small number of users to larger infrastructure networks to accommodate

hundreds or thousands of users, depending on the number of wireless devices deployed.



Wireless Basics (continued)

Standards-Based Technology

The DWL-7100AP Wireless Access Point utilizes the 802.11a, 802.11b and draft 802.11g
standard.

The IEEE 802.11g standard is an extension of the 802.11b standard. It increases the
data rate up to 54Mbps* within the 2.4GHz band. The 802.11a standard also increases
the data rate up to 54Mbps, but within the 5GHz band. Both 802.11a and 802.11g utilize
OFDM technology.

This means that in most environments, within the specified range of this device, you will
be able to transfer large files quickly or even watch a movie in MPEG format over your
network without noticeable delays. This technology works by transmitting high-speed
digital data over a radio wave utilizing OFDM (Orthogonal Frequency Division Multiplexing)
technology. OFDM works by splitting the radio signal into multiple smaller sub-signals
that are then transmitted simultaneously at different frequencies to the receiver. OFDM
reduces the amount of crosstalk (interference) in signal transmissions.

The DWL-7100AP offers the most advanced network security features available today,
including WPA.

In addition to its compatibility with 802.11g and 802.11a devices, the DWL-7100AP is
backward compatible with 802.11b devices. This means that if you have an existing
802.11b network, or a network with a mixture of 802.11g, 802.11a and 802.11b, the
devices in that network will be compatible with the DWL-7100AP.

*Maximum wireless signal rate derived from IEEE Standard 802.11a and 802119 specifications. Actual data
throughput will vary. Network conditions and environmental factors, including volume of network traffic, building
materials and construction, and network overhead lower actual data throughput rate.”



Wireless Basics (continued)

Installation Considerations

Desktop and laptop computers with wireless network adapters installed can access the
D-Link AirPremier™ AG DWL-7100AP from virtually anywhere within its operating range.
Keep in mind, however, that the number, thickness and location of walls, ceilings, or
other objects that the wireless signals must pass through, may limit the range. Typical
ranges vary depending on the types of materials and background RF (radio frequency)
noise in your home or business. The key to maximizing wireless range is to follow these
basic guidelines:

Keep the number of walls and ceilings between the DWL-7100AP and
other network devices to a minimum - each wall or ceiling can reduce your
D-Link wireless product’s range from 3-90 feet (1-30 meters.) Position
your devices so that the number of walls or ceilings is minimized.

Be aware of the direct line between network devices. A wall that is 1.5
feet thick (.5 meters), at a 45-degree angle appears to be almost 3 feet
(1 meter) thick. At a 2-degree angle it looks over 42 feet (14 meters)
thick! Position devices so that the signal will travel straight through a
wall or ceiling (instead of at an angle) for better reception.

Building materials can impede the wireless signal - a solid metal door
or aluminum studs may have a negative effect on range. Try to position
wireless devices and computers with wireless adapters so that the signal
passes through drywall or open doorways and not other materials.

Keep your product away (at least 3-6 feet or 1-2 meters) from
electrical devices or appliances that may generate extreme RF noise.



Getting Started

Right out of the box, with its default settings, the DWL-7100AP will automatically connect
with other D-Link AirPremier™ AG products.

4 IP ADDRESS R

Note: If you are using a DHCP-capable router in your network you will not
need to assign a static IP address.

If you need to assign IP addresses to the computers on the network, please
remember that the IP address for each computer must be in the same IP address
range as all the computers in the network, and the subnet mask must be exactly the
same for all the computers in the network.

For example: If the first computer is assigned an IP address of 192.168.0.2 with a
subnet mask of 255.255.255.0, then the second computer can be assigned an IP

address of 192.168.0.3 with a subnet mask of 255.255.255.0, etc.

IMPORTANT: If computers or other devices are assigned the same IP address, one or
more of the devices may not be visible on the network.

J

An Infrastructure wireless network contains a wireless access point or router. The
Infrastructure Network example, shown on the following page, contains the following
D-Link network devices:

A wireless Access Point - D-Link AirPremier™ AG DWL-7100AP

An Ethernet Router - D-Link DI-604

A laptop computer with a wireless adapter - D-Link AirPremier™ AG DWL-AG660
A desktop computer with a wireless adapter - D-Link AirPremier™AG DWL-AG530
A Cable modem - D-Link DCM-201




Getting Started (continued)

An Infrastructure wireless network contains an access point or router. The
Infrastructure Network example, shown here, contains the following D-Link network

devices: @

Cable or
DSL Modem

of S
®

Ethernet Router

Ii "(DWL-7100AP

&/ ... 6

DWL-AG660
Wireless Cardbus Adapter

Desktop PC with
@ DWL-AG530
Wireless PCI

Adapter

Computer 2

Computer 1

For a typical wireless setup (as shown above,) please do the following:

You will need a broadband Internet access (Cable/DSL) subscription

Consult with your Cable/DSL provider for proper installation of the modem

Connect the modem to an Ethernet broadband router such as the
DI-604. (See the Quick Installation Guide included with the DI-604.)

Connect the router to the D-Link AirPremier™ AG DWL-7100AP. (See the Quick
Installation Guide included with the DWL-7100AR)

If you are connecting a desktop computer in your network, you can install the
D-Link AirPremier™ AG DWL-AG530 wireless PCI adapter into an available PCI slot.
(See the Quick Installation Guide included with the DWL-AG530.)

Install the drivers for the D-Link AifPremier™ AG DWL-AG660 into the laptop
computer. (See the Quick Installation Guide included with the DWL-AG660.)

10
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Using the Configuration Menu

Whenever you want to configure your network or the DWL-7100AP, you can access
the Configuration Menu by opening the web-browser and typing in the IP address of
the DWL-7100AP. The DWL-7100AP default IP address is shown below:

m Open the web browser A Microsoft Internet Explorer

m Type in the IP address of File Edt View Favorikes Tools  Help
the access point Q- Q X AG SO search Sl

Adress | ] httpyjf192.168.0.50]

Note: if you have changed the default IP address assigned to the DWL-7100AP,
make sure to enter the correct IP address.

B Type admin in the User Name field Connect to 192.168.0.50

m Leave the Password blank
DWLT7 100AP
m Click Next e i € adnnl v
Passwanrid: [ |
[ Remember my password
e ]
Home > Wizard
. D-Link'
The Home>Wizard screen B et o e DWL-7100AP

. 2.4/5GHz, Multimode Wireless Access Point
will appear. Please refer

to the Quick Installation & Home
Guide for more information Saup Wizard
regarding the Setup Wizard

The DWL-F100AF is & Mullimode Wireless Access Poinl. The setup wizard will

leal'd . guida you through the configuration of the DWL T1D0AP .The DWL T100AP s easy

TPl situp will allow you fo hiave winehss acces within minubes, Plisass follow the
Wireless

satup wizard step by step to configure the DWL 7100AF .

LAN

Help

11



Using the Configuration Menu (continued)
Home > Wireless

DWL-7100AP
2.4/5GHz, Multimode Wireless Access Point

& Home Advanced Tools Status Help
Wireless Band [IEEEB02.11a |v|

SSID Broadeast |£rEk;|e_|vl
Wireless Charinel (52 [v]

Radio Frequency 26

o | T @990

Apply Cancel Help

Note: In the Configuration screens that follow, you will be able

& to configure settings for 802.11a and 802.11g devices in your
network. Settings that you input for 802.11g devices will also apply
to 802.11b devices in your network.

Wireless
Band- Select 802.11g or 802.11a from the pulldown menu.
SSID- Service Set Identifier (SSID) is the name designated for a specific

wireless local area network (WLAN). The SSID’s factory default setting
is default. The SSID can be easily changed to connect to an existing
wireless network or to establish a new wireless network.

SSID Broadcast- Enable or Disable SSID Broadcast. Enabling this feature broadcasts
the SSID across the network.

Channel- 52 is the default channel for 802.11a, and 6 is the default channel for
802.11g. All devices on the network must share the same channel.

Radio Frequency-
The radio frequency will reflect the channel selection.

Apply- Click Apply to save the changes.
12



Using the Configuration Menu (continued)
Home > LAN

DWL-7100AP
2.4/5GHz, Multimode Wireless Access Point

Home Advanced  Tools Status Help

Get IP From ' i
I_S_tft_lig\danual) IV|
IP Address [192.168.050 |
e Subnet Mask |265.266.285.0 |
Wireless —
Default Gateway |U_D_D_D |

AN aao

L
Apply Cancel Help

LAN Settings

LAN is short for Local Area Network. This is considered your internal network. These
are the IP settings of the LAN interface for the DWL-7100AP. These settings may be
referred to as private settings. You may change the LAN IP address if needed. The LAN
IP address is private to your internal network and cannot be seen on the Internet.

Get IP From- Select Static (Manual) or Dynamic (DHCP) as the method you will
use to assign an IP address to the DWL-7100AP.

IP Address- The IP address of the LAN interface. The default IP address
is: 192.168.0.50 (Note: You will need to use the AP Manager to
determine the IP address dynamically assigned to the access

point.)
Subnet Mask- The default subnet mask is 255.255.255.0
Default Gateway- This field is optional. Enter in the IP address of the router on

your network.

Apply- Click Apply if you have made any changes.
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Using the Configuration Menu (continued)

Advanced > Mode
Choose 802.11a or 802.11g A

wireless band; then select Md-,;m,}ﬁ& DWL-7100AP
from the following options: AT Wi Wirsiaas Asca Folet
b [ Home YUY Tools Status Help

Access Point: Select this :
mode to create a WLAN m— Wirless Dand: ICCCO02 115 Wieless Dand: ICCC002 11g
(Wi re I ess |Oca| area ® Arcess Poind ® Aucess Puind
network). © PP Bidge © PP Bridge

Rormate AP MAC Addross Rerate AP MAC Addross
PtP Bridge (Point to Point ] —
Bridge): This mode enables 0 PIVP Biidge 0 PINP Biidge
you to Connect tWO - , Remote AP MAC Address Remote AP MAC Address
Remote AP MAC Address: —— ——
Input the remote AP MAC — —
address of the AP with DHCP Server
which the DWL-7100AP will
associate.
PtMP Brifige (Point.to Multi- B b e
Po"“ Brldge). Thls mOde Root AP MAC Addrocs Root AP MAC Address
enables you to connect ——— —
multiple WLANs 0 90
Remote AP MAC Address: Aoolv Cancel Holp

Input the remote AP MAC
Addresses of the APs with which the DWL-7100AP will associate

FOR INFORMATION REGARDING CONFIGURATION OF THE AP REPEATER AND
& AP CLIENT MODE, PLEASE SEE THE FOLLOWING PAGE OF THIS MANUAL.

14




Using the Configuration Menu (continued)

Advanced > Mode > AP Repeater & AP Client

When you select AP Repeater
or AP Client mode, the Site
Survey tool will appear as
shown below. Double-click on
the SSID of the network of your
choice to automatically input
the values for both the Root AP
MAC Address and the SSID.

AP Repeater: To extend the
range of the wireless network
select this option and enter the
MAC address of the remote
AP within your network that
will have its range extended.
(Use the Site Survey tool, as
described above.)

Root AP MAC Address: Enter the
MAC address of the remote
AP within your network that
will have its range extended.
(Use the Site Survey tool, as
described above.)

SSID: Enter the SSID that
identifies the network. (Use the
Site Survey tool, as described
above.)

DWL-7100AP
2.4/5GHz, Multimode Wireless Access Point ]

Wireless Band . | EEEB0211a |
Accoss Point
) PP Bndge

Remole AP MAC Address

© PIMP Brdge
Remots AP MAC Addiss

1
3 4
g
: [:}

© AP Repealer

Root AP MAL Address
B30

Q) AP Chent
Root AP MAL Address

S50

Site Survey
BSs $SID BSSID  Signal Channel Security

Type

AP BSS default 001195 0ade 1c| 10% 56 Off

ApBgs | TwetatPl log e a1s3ec | 100 | 64 Wha,
padesn PSK

AP Client: will transform any IEEE802.3 Ethernet device (e.g., a computer, printer,
etc.) into an 802.11a or 802.11g wireless client when it communicates with another
DWL-7100AP that is acting as an AP. Click to enable and enter the MAC address of
the DWL-7100AP that is acting as the AP. (Use the Site Survey tool, as described

above.)

Root AP MAC Address: Enter the MAC address of the DWL-7100AP that is acting as an
access point.(Use the Site Survey tool, as described above.)

Apply: Click Apply if you have made any changes.



Using the Configuration Menu (continued)

Advanced > Performance
Wireless Band:

Select 802.11a D-Link DWL-7100AP
(up to 108Mbps 2.4/5GHz, Mullimode Wireless Access Point
speed in turbo
mode in the é __tHome MU Tools ___Status_tielo__
5GHz range) or \dvance Wireless Settin
802.11g (up to Wireless Band IEEES02.11a [v]
F
108Mbps speed iy % G
in turbo mode | Performma] ot 2
) the 2 4GHZ Auto Channel Select Illsnhlerl_‘-_’]
n . Diata Rate -]
ge) Hearon Intersal (A1- 100E] 100
. ” IVTIM {1 - 58) |
_Fl_l;feq l:reenC(;LVJ.enCy Fragment | ength (255 - 34k) 2346
will reflect 1415 Length (2565 - Z346) 2316 .
Transtmit ['ower full v]
the channel Super Mode Dissbled ¥
selection. BHCP Server Radio Ware only]
Channel: The gwﬁelﬁ
default channel

for 802.11ais 52.
The default channel for 802.11g is 6.

Auto Channel Select: Select Enabled to enable the automatic selection of the most
advantageous channel for use within your network.

Data Rate: Select the transmission rate for the network

Beacon Interval: Beacons are packets sent by an access point to synchronize a wireless
network. Specify a Beacon interval value (20-1000.) Default (100) is recommended.

DTIM: (Delivery Traffic Indication Message) Enter a value between 1 and 255 for the
Delivery Traffic Indication Message (DTIM.) A DTIM is a countdown informing clients
of the next window for listening to broadcast and multicast messages.

Fragment Length: This value should remain at its default setting of 2346. If you experience
a high packet error rate, you may slightly increase your Fragmentation Threshold within
the value range of 256 to 2346. Setting the Fragmentation Threshold too low may result
in poor performance.

RTS Length: This value should remain at its default setting of 2346. If you encounter
inconsistent data flow, only minor modifications to the value range between 256 and
2346 are recommended.

Transmit Power: Adjust the transmission range here. This tool can be helpful for security
purposes if you wish to limit the transmission range.
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Using the Configuration Menu (continued)
Advanced > Performance (continued)

Super Mode: Super Mode is available in both 802.11a and 802.11g, as follows:

Super A Mode Function

Dicabled Standard 802 11afg suppert, No enhanced capabiliies.

Super A/G without Turbo Capable of Packet Bursting, FastFrames, Compression. Mo Turbo Mode,

Super A/G with Dynamic Turbo Capable of Packet Bursting, Fast Frames, Compression, and Dynamic Turbo mode. This setting is
hackwards compatible with non-Turbo (legacy) devices. Dynamic Turbo mode is only enabled when all
devices on the wireless network are configured with Super A/G and Dynamic Turbo enabled,

Super A/G with Static Turbo Capable of Packet Bursting, FastFrames, Compression, and Static Turbo maode. This setting is not
backwards compatible with non-Turbo (legacy) devices. Static wrbo mode is always on and is only
enabled when all devices on the wireless network are configured with Super A/G and Static Turbo
enabled.

Radio Wave: Select ON or OFF.
Apply: Click Apply if you have made any changes.

17



Using the Configuration Menu (continued)

Advanced > Filters > Wireless Access Settings

DWL-7100AP
2.4/5GHz, Multimode Wireless Access Point

[ Home EWCYCLTVER Tools Status  Help

-

' Mode Wireless Band |IEEEB0211a Vl
Access Control |_Eisabled vl
erformance 5 ’
Mac  Address : _ a Q o
Apply Cancel Help
il IMAC Address Delete |MAC Address Delete |

'Encryption

' Grouping

il

HCP Server

Wireless Band: IEEE 802.11a is selected here. You can select 802.11a or 802.11g.

Access Control:

Disabled - Disable the Access Control feature
Accept - Accept the MAC addresses in the list into the network
Reject - Reject the MAC addresses in the list from participating

in the network

MAC Address: Input the MAC address. Click Save to include in the MAC address list
below.

MAC Address (Media Access Control Address)

A unique hardware address that identifies a device on a network. It is assigned
at the factory and cannot be changed. Usually you will find this address on a
sticker on the device or on the packaging. (Please use the following format
when entering the MAC address- XX:XX:XX:XX:XX:XX)

18



Using the Configuration Menu (continued)
Advnd > Filters > WLAN Partition

D-Link’

Building Networks for People

l Mode

<«
=

erformance

Filters

Encryption

UL

' Grouping

HCP Server

Wireless Band-

Internal Station
Connection-

Ethernet to WLAN
Access-

Internal Station
Connection
Between 802.11a
and 802.11g-

DWL-7100AP
2.4/5GHz, Multimode Wireless Access Point

" Home BT IR Tools Status Help

WLAN Partition / Wireless Access Seftings

Wireless Band | IEEEBDZ.11a|VI

Internal Station Connection Enabled

Ethernet to WLAN Access Enabled

Internal Station Connection Between 802.11a & 802.11q

9 90O

Apply Cancel Help

Connection Enabled

Select IEEE802.11a or IEEE802.11g.

Enabling this feature allows wireless clients to communicate
with each other. If this feature is disabled, wireless stations of
the selected band are not allowed to exchange data through
the access point.

Enabling this feature allows Ethernet devices to communicate
with wireless clients. If this feature is disabled, all data from the
Ethernet to associated wireless devices is blocked, but wireless
devices can still send data to the Ethernet.

Select Connection Enabled to enable communication between the
802.11a and the 802.11g bands.

19



Using the Configuration Menu (continued)

Advanced > Encryption

Tool

DWL-7100AP
2.4/5GHz, Multimode Wireless Access Point

-m Advanced

Status Help

Security Settings

P — Wireless Band
Mode

Authentication

erformunce

<>
=
o

Encryption
*  Filters Key Typs
Key Size
Encryption Yalid Key
Key Table
s onma, i
Second Key
HCP Server Thite-iey
Faourth Key

IEEER02.11a
IEEESD2.11a
IEEERN2.11q

LW ATET FEY
O Open System / Shared key
O Wea,

® Disabled O Enabled

i E i E
g I3 g £

9 90

Apply Cancel Help

Wireless Band-
Authentication-

share the same WEP settings.

Select Open System/Shared Key to allow either form of data

encryption.

Select WPA-EAP to communicate using WPA encryption (with the use

of a RADIUS server).

Select WPA-PSK to communicate using WPA encryption (without the

use of a RADIUS server).

20

Select IEEE 802.11g or IEEE 802.11a. 802.11a is selected here.

Select Open System to communicate the key across the network.
Select Shared Key to limit communication to only those devices that



Using the Configuration Menu (continued)

Advanced > Encryption (continued)

WPA mode-

Passphrase-
Cipher Type-

Group Key
Update Interval-

RADIUS Server-

RADIUS Port-
RADIUS Secret-

Encryption-
Key Type-
Key Size-
Valid Key-
Key Table-

Apply-

PSK - The Pre-Shared Key mode of WPA does not require the
inclusion of a RADIUS server in your network.

EAP - Extensible Authentication Protocol is a

general authentication protocol that is used in conjunction with a
RADIUS server in the network.

If you selected PSK you will need to enter a Passphrase in this
field.

If you selected EAP you will need to select a Cipher (EAP) Type:
Auto, AES, or TKIP.

If you selected PSK you will need to enter a figure in this field.

Enter the IP address of the RADIUS server.

Enter the port on your AP dedicated to the RADIUS server.

Enter the secret phrase.

Select Disabled or Enabled.
Select HEX or ASCII.

Select 64-, 128-, 152-bits.
Select the 1st through the 4th key to be the active key.

Input up to four keys for encryption. You will select one of these
keys in the valid key field.

Click Apply to save changes.
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Using the Configuration Menu (continued)

Advanced > Grouping

DWL-7100AP
2.4/5GHz, Multimode Wireless Access Point

BT Advanced BT Status Help

AP Grouping Settings

Mode Load Balance | Disahled v
User Limit (0 - 54) | 10
Herorriance Link Integrate |Disab|ed |

Ethernet Link Status | ink-D ot

Filters a a o

Apply Cancel Help

'Encryption

(HEHES

Grouping

HCP Server

When you Enable Load Balance you allow several DWL-7100APs to balance wireless
network traffic and wireless clients among the DWL-7100APs in the network.
Assign each access point a different non-overlapping channel (e.g., 1, 6, 11).

User Limit: Set the User Limit in this field (0-64).

Link Integrity: Select Enabled or Disabled.

When Link Integrity is Enabled, whenever the Ethernet connection between
the LAN and the AP is disconnected - then the wireless segment associated
with the AP will also be disconnected from the AP.

Ethernet Link Status: This field displays the Ethernet Link Status. Link Up indicates that
there is an Ethernet LAN connection to the AP.

Apply: Click Apply if you have made any changes.
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Using the Configuration Menu (continued)

Advanced > DHCP Server > Dynamic Pool Settings

DHCP Server
Control-

Enable or Disabhle
the DHCP function
here.

Dynamic Pool
Settings-

IP Assigned From -
Enter the starting
IP address in the
range.

The Range of Pool
(1-255)-

Enter the number
(the quantity) of
IP address in the
range.

SubMask-
Gateway-

Wins-

DNS-

Domain Name-

Lease Time-

Status-

D-Link

Bl g Metmorks fox People

DWL-7100AP
2.4/5GHz, Multimode Wireless Access Point

m Advanced ‘ Tools Status Help

Mynamic Pool Settings
DHCP Server Contral
Mode Fuction Enable/isable Disabled

Dynamic Peol Setlings
Performance IP Assigned From
The Range of Pool (1-255)

P Filfars SubMask

Ciateway

f Encryplion Wine

DNS

3 ]

Grouping Domain Name
Lease Time (B0 - 21536000 sec)

DHCP Sarver Status

.
=
=
=
=

2 90

Apply Cancel Help

Enter the subnet mask here.

Enter the IP address of the router on the network.

Windows Internet Naming Service is a system that determines
the IP address of a network computer that has a dynamically
assigned IP address.

Enter the IP address of the DNS server. The DNS server

translates domain names such as www.dlink.com into IP
addresses.

Enter the Domain Name of the DWL-7100AP.

Select the Lease Time here The Lease Time is the period of time
before the DHCP server will assign new IP addresses.

Turn the Dynamic Pool Settings ON or OFF here.
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Using the Configuration Menu (continued)

Advanced > DHCP Server > Static Pool Settings

DHCP Server
Control-

Enable or Disahle
the DHCP function
here.

Static Pool
Settings-

Assigned IP-

Enter the static
IP address of the
device here.

Assigned MAC
Address-

Enter the MAC
address of the
device here.

SubMask-

Gateway-

Wins-

DNS-

Domain Name-

Status-

Assigned Static
Pool-

Apply-

D-Link DWL-7100AP
2.4/5GHz, Multimode Wireless Access Point

-m Advanced WIS Status Help

Static Panl Setfings 19 1

DHCI* Server Control

Mode Fucliun Enable/Disable Disabled

Static Ponl Setfings

m Assigned IP

Amsigned MAC Address
" riters Suhhask

Uateway
Wing
DMS

'Encryption

Grouping Domain Mama

Slulus

DHCP Server a a o

Apply Cancel Help

&
]
=
=]
[emeer]

Assigned Static Pool
MAC Address IP addiess Stale Edit Delete

Enter the subnet mask here.

Enter the IP address of the router on the network.

Windows Internet Naming Service is a system that determines the IP
address of a network computer that has a dynamically assigned
IP address.

Enter the IP address of the DNS server. The DNS server translates
domain names such as www.dlink.com into |IP addresses.

Enter the Domain Name of the DWL-7100AP.

Turn the Static Pool Settings ON or OFF here.

After you have input the Static Pool Settings for each device, click
Apply and the profile will appear in this list at the bottom of the
window.

Click Apply to save the changes.
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Using the Configuration Menu (continued)
Advanced > DHCP Server > Current IP Mapping List

DWL-7100AP
2.4/5GHz, Multimode Wireless Access Point

" Home BWY LB Tools Status Helg

Current IP Mapping List / Dynamic Pool Settings /  Static Pool Settings

Current DHCP Dynamic Poole

Mode Binding MAC Address Asslgned IP address Lease time
erformance Current DHCI* Static Mools
Binding MAC Address Assigned IP address

Filtars

Encryption

KRS

Grouping

DHCP Server

This screen displays information about the current DHCP dynamic and static IP address
pools. This information is available when you enable the DHCP function of the DWL-7100AP
and assign dynamic and static IP address pools.

Current DHCP Dynamic Pools-These are IP address pools to which the DHCP server
function has assigned dynamic IP addresses.

Binding MAC address- The MAC address of a device on the network
that is within the DHCP dynamic IP address
pool.

Assigned IP address- The current corresponding DHCP-assigned
dynamic IP address of the device.

Lease Time- The length of time that the dynamic IP address
will be valid.

Current DHCP Static Pools- These are IP address pools to which the
DHCP server function has assigned static
IP addresses.

Binding MAC address- The MAC address of a device on the network
that is within the DHCP static IP address pool.

Assigned IP address- The current corresponding DHCP-assigned
static IP address of the device.
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Using the Configuration Menu (continued)
Tools > Admin

D-Link’
g etk P DWL-7100AP
2.4/5GHz, Multimode Wireless Access Point
& Toois PPN
User Name admin
New Pasaword
System Canfirn New Passwird
| 222
|
Misc.

User Name: The default User Name is admin.

0ld Password: To change your password, first enter the old password.
New Password: Enter the new password.

Confirm New Password: Re-enter the new password.

Apply: To save changes, click Apply.

Tools > System

DWL-7100AP
2.4/5GHz, Multimode Wireless Access Point

Tools  IEHTSNNNTN

-

System Settings

Apply settings and Hestart

* Admin

<«

System

Restore to Factory Default Settings
* Firmware

|
" cig File

© o Mise.

HEL

Apply Settings and Restart: If you have made any changes to the configuration settings,
click Restart to apply the changes.

Restore to Factory Default Settings: To return the DWL-7100AP to the factory default

settings, click Restore.
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Using the Configuration Menu (continued)
Tools> Firmware

DWL-7100AP

2.4/5GHz, Multimode Wireless Access Point
Tools TS
Update Firmware From Local Hard Drive

Firmware Version: v1.00US

©Admin Update File | CBrowse. ] (K]

P

System
Help

Cfg File

Bl EE s

Misc.

Update File: Click on Browse to find the updated firmware file on your hard drive.
(Before you browse your hard drive you will need to download the updated firmware
from the D-Link Support website:_http://support.dlink.com)

After you find the updated firmware file on your hard drive, click OK.
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Using the Configuration Menu (continued)

Update File-
Browse for the
configuration
settings that you
have saved to your
hard drive. Click
0K when you made
your selection.

Load Settings to the
Local Hard Drive-

Click OK to load the
selected settings.

Telnet Settings

Status-

Click to Enable a Telnet
session.

Timeout-

Select a time period
after which a session
timeout will occur.

Tools > Cfg File
D-Lin

Burk v Hetwons. f Propds

Admin

-
il
=

[ e
Systam

Firmware

Misc.

DWL-7100AP

2.4/5GHz, Multimode Wireless Access Point
Home  Advanceclim i1t M
Update Confiquration File
Update File (Browse] (9K]
Downluad Configuration File
Load settings to Local Hard Crive
Help

D-Link'

Bulldiog Networks for Prople

—_—
TR

et

Tools > Misc.

DWL-7100AP
2.4/5GHz, Multimode Wireless Access Point
VIR, Status___Help |
Telnet Settings
Htatus Crabled
Timeout |3Mins_
2 90

Apply Cancel Help
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Using the Configuration Menu (continued)
Status > Device Info

This window displays
the settings of the
DWL-7100AP, as
well as the firmware
version and the MAC
address.

This window
displays the
network traffic
statistics for
both received
and transmitted
communications
through the
Ethernet port
and wireless
connections
associated with
the access
point. You may
select 802.11a
or 802.11g
statistics.

D-Link

Burlding Hetwarks fox Progie

-

Device Info

—_—

I"Client Info

DWL-7100AP
2.4/5GHz, Multimode Wireless Access Point

Home  Advanced  Tools l!ﬁ?-

Status

ice Informatior
Flrmware Verslon: v2.00
MAC Addross: 00:0d:88:ca057Tc

Etheinet

Gel IP From. hdannal

IP address 1916050
Subnet Mask: 250255 4850
Gateway: 0000
Wireless @02.11a )

SSI0: default
Channel n?

Super Mode: Digabled
Rate: HAuta

Secunty Level: Upen System / Encryphion Disabled
Wireless B02.11g)

Sull: default
Charmel. B

Super Mode: Dizabled
IHate: Auta

Secority | el Open System / Cocryption Disabled

Status > Stats

&

Device Info

Stats

Client Info

DWL-7100AP
2.4/5GHz, Multimode Wireless Access Point

Home Advanced 'I'ools I!Hf-

WLAN 802.11A Traffic Statistics / WL -
ThroughPut

Status

WLAN 802,11G Traffic Statisti

Iransmit Success Hate 100 %
Transmit Retry Rate 0 %
Ruecene Success Rale n %
Hecene Duplcate [Hate 0 %
RTS Success Count o
RT3 Failure Counl an
Iransmitted Frame Connt

Trancmitted Frame Count 4
ullicast Transmilled Frams Counl 2
Transmitted Frear Count u
Transmitted Total Retry Count 1]
Transmitted Multiple Retry Count O
Received Frame Count

Hecened Frame Count o

Iulticast Received Frame Count 0
Received Mrame FCS Cror Count 35
IHecened Frame Duphcate Count O
Ack Rev failure Count o
Wep Frame Enor Count
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Using the Configuration Menu (continued)

Status > Client Info
D-Link’

Budlding Networks for People

Here you will find
client information,
including MAC
address, wireless & sias WS
band, authen- : onis)

tif:ation mode, e MAC Band  Authenticaton  Signal
signal strength

and power saving Bl
mode.

DWL-7100AP
2.4/5GHz, Multimode Wireless Access Point

Client Information 0 ﬁmn(sj

Power Sz'u}'i'ng
Mode

Client Info

Help

DWL-7100AP
The Help menu is 2.4/5GHz, Multimode Wireless Access Point

displayed here. % Home  Advanced  Tools Status Help |
You can also. - Homie
click on Help in « Setup Wizard
. « Wircless

any window for « LAN Settings
additional
. . Advanced
information. . Mods

« Porformance

o Fillers

« Encryption

« Grouping

» DHCH Server

Tools

» Administraror Seftings
Systom Settings
Einnware Upgrade
Configuralion Fils
Misc.

Status

« Device Information
« Statistics

FAGS

30



Using the AP Manager

The AP Manager is a convenient tool to manage the configuration of your network from a
central computer. With AP Manager there is no need to configure devices individually.

To launch the AP Manager:
* Go to the Start Menu
* Select Programs
* Select D-Link AirPremier AG AP Manager
* Select DWL-7100AP

Discovering Devices

1 TPl
,\.\

Click on this button to discover the
devices available on the network.

L D-Linke Tri-Mode Dualband AP Manager
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Using the AP Manager (continued)

Selecting Devices

The AP Manager allows you to configure multiple devices all at once. To select a single
device, simply click on the device you want to select. To select multiple devices, hold
down the Ctrl key while clicking on each additional device. To select an entire list, hold
the Shift key, click on the first AP on the list and then click on the last AP on the list.

IP Configuration

You can assign an IP address to an AP or assign IP
addresses to multiple AP’s by clicking on this button
after selecting the device(s).

1. D-Link Tri-Mode Dualband AP Manager == %)

# Multiple IP Setting

First IP ] 192 168 0 50

IP Metmaszk 1 285 255 285 0

<l >

An:.tionMeu; | Ok Cancel

1 device(s] discovered

Select the AP that you want to assign an IP address to and click the IP button. Enter
the IP address and IP netmask for the selected device and click OK.

You can configure multiple AP’s with IP addresses all at once. Click on the IP button
after you've selected all of the AP’s you want to assign an IP address. Enter the IP
address you want to assign the first unit and the AP manager will automatically assign
sequential IP addresses.

32



Using the AP Manager (continued)

Device Configuration

s

Click on this button to access the configuration
properties of the selected device(s).

The device configuration window allows you to configure settings but does not actually
apply the settings to the device unless you click the Apply button. You can also save and
load configuration files from this window. When you load a configuration file, you must
click Apply if you want the settings to be applied to the selected device(s).

Check All

Clear Checks

Refreszh

Apply

Open

Save

Flp

E =it

The Check All button will select all configurable options. Any setting
that has a checkmark next to it is applied to the device or saved to
the configuration file.

The Clear Checks button deselects all configurable options. This
feature is useful if you only want to change a few settings. Deselect
all items and only check the items that you want to modify.

Refresh will revert to the actual device settings of the selected device(s).

To save settings to the device, you must click the Apply button. Only
settings that have a checkmark next to them will be applied.

The open button is used to load a previously saved configuration file.
After opening a configuration file, you must click the Apply button to
save the settings to the selected device(s).

The save button allows you to save a configuration file of the selected
device settings. Only settings that have a checkmark next to them are
saved. You cannot save a configuration file if you selected more than
one device in the device list.

The Exit button will close the device configuration window. Any settings
that haven’t been applied will be lost.
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Using the AP Manager (continued)

By

.- D-Link Tri-Mode Dualband AP Manager

| o | o |

:.B Device Configuration

| General | ‘Wireless

v Device Mame

Security

Filters AP Mode DHCP Server

]D-Link Access Point

“LAN
[~ IP &ddress : 2 v Gateway 0 s Loboa
¥ SubretMask [ 255 285 256 O Iv DHCP clint Disable
1 Grouping
v Load Balance Dizable '1
v Link Integrity Dizable '1
Achon Message | [ Telnet
[T devicels) discovered ¥ Telnet Suppart 1Enable 'i
¥ Telnet Timeout 3 ~ | minute(s)

Check Al | Clear Checks|

Refresh J Apply ] Open ] Save I Exit I

Device Configuration>General

When selecting multiple devices for configuration, some options are unavailable for

configuration as noted(*) below:

e Device Name(*): This allows you to change the device name for the selected access
point. You must place a checkmark in the Device Name box to change the name. This
option can only be configured when one access point is selected for configuration.

¢ |P address and Subnet Mask(*): If you've selected one device for configuration and you
want to change the IP address of the device, check the IP Address box. You can then
enter an IP address and Subnet Mask for the selected access point. This option is only
configurable when one access point is selected for configuration. To configure multiple
devices with an IP address at one time, please reference the previous page.

e Gateway: Enter the IP address of your gateway, typically your router address.

¢ DHCP client: There is a pulldown menu to select enabled or disabled. When enabled,
the selected device(s) will function as a DHCP client(s). This allows them to receive
IP configuration information from a DHCP server. When disabled, the access point(s)
must have a static IP address assigned to them.
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Using the AP Manager (continued)

s

Device Configuration>General (continued)

¢ Load Balance: This pulldown selection enables or disables load balancing. When
you enable load balance you allow several access points to balance wireless network
traffic and wireless clients among the access points with the same SSID. All the APs
that share Load Balancing must have the same SSID. Assign each access point a
different non-overlapping channel (e.g., 1, 6, 11).

User Limit: Enter the number of load balancing users, from 0-64.

o Link Integrity: This pulldown selection enables or disables Link Integrity. When Link
Integrity is enabled, the wireless segment associated with the AP will be disconnected
whenever the connection between the AP and the LAN is dropped.

¢ Telnet Support: This pulldown selection enables or disables the ability to Telnet into
the selected device(s).

o Telnet Timeout: This pulldown selection defines the timeout period during a Telnet
session with the selected device(s).

35



Using the AP Manager (continued)

Device Configuration>Wireless>IEEE802.11a

¢ SSID: The Service Set (network) Identifier of your wireless network.
e Channel: Allows you to select |HeviceConfiguration . : ]
a Channel 52 is the default Genaral | | Wielest Seciunty Fiters AP Mode DHCP Server
setting. o -
e SSID Broadcast: Allows you to puo e e e
enable or disable the broadcasting k- eI otMa-m i
of the SSID to network clients. P o o
e Super A: Super A is a group Fladowave frotie  ¥]  TxPowes [ =]
of performance enhancement A phaniildow foutle =
features that increase end user €€ 11g
application throughput in an i Dt Rte e
802.11a network. Super A is S e T M
backwards compatible with S51D Bosdean o [
standard 802.11a devices. For L B e R -
[Endle =] 1, b [fa =]

ideal performance, all wireless
devices on the network should
be Super A capable. The modes
are listed below:

Super A Mode Function

Disabled Standarc 802 112 support. Mo enhanced capalilities

Ao Charnel Sean | Disabile

Chock Al | Clewihocks| Rehesh | ook |  Open |  save |  Em |

Super A without Turbo Capable of Packet Bursting, FastFrames, Compression. Mo Turbo mocds.

Super A with Dynamic Turbo | Capable of Packst Bursting, FastFrames, Compression, and Dynamic Turbo mode. This
setting is backwards compatible with non Turbo (legacy) devices. Dynamic Turbo mode is
only enabled when all devices on the wiraless network are configured with Super A and
Dyniamic Tubo cnabled

Super A with Static Turbo Capable of Packet Bursting, FastFrames, Compression, and Static Turbo mode. This
seffing 1s mot backwards compahble wath non- Turbo {legacy) dewces Stahe fuho mode 15
always on and is only enabled when all devices an the wireless network are corfigurad
with Super A and Static Turbo enabled.

¢ Radio Wave: Enable or disable the wireless functionality of the selected device(s).

¢ Data Rate: A pulldown menu to select the maximum wireless signal rate for the selected
devices(s).

Beacon Interval (20~1000): Beacons are packets sent by an access point to synchronize
a network. Specify the beacon value for the selected device(s) here. The default value
of 100 is recommended.

DTIM (1~255): DTIM (Delivery Traffic Indication Message) is a countdown informing
clients of the next listening window for broadcast and multicast messages.

Fragment Length (256~2346): This sets the fragmentation threshold (specified in bytes).
Packets exceeding the value set here will be fragmented. The default is 2346.

RTS Length (256~2346): The RTS value should not be changed unless you encounter
inconsistent data flow. The default value is 2346.

Tx Power: A pulldown menu for selecting the transmit power of the selected device(s).

Auto Channel Scan: Enable to scan for the least populated channel.
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Using the AP Manager (continued)

Device Configuration>Wireless
e SSID: The Service Set (network) Identifier of your wireless network.

e Channel: Allows you to select a [Jiseice contiuration =]
channel. 6 is the default setting. Genwnd | [Wclers | Secuy | Fies | APHode | DHCP Sarve | 1

e SSID Broadcast: Allows you to L S
enable or disable the broadcasting @0 s FU i, el
of the SSID to network clients. el | = oy 0

* Super G: Super G is a group of e — o B
performance enhancement features Rado Wave [Enle =]  TPows [fa =]
that increase end user application Atdo Ol Scan Uiskie 54
throughput in an 802.11g network. MR T1g
Super G is backwards compatible " ke Data e e <]
with standard 802.11g devices. G ] I 0 ﬂa_
For ideal performance, all wireless SSID Broadaast TG | e S ey
devices on the network should be B o j RIS Lo 5572306 [0
Super G capable. The modes are ' Pripni
listed below:

Check 41 | Clos Checks|  Fehesh ] Arply ] Opery Save ] Eat |

Super G Mode Function

Disabled Standard 802119 support. Mo enhanced capabiliies.

Super G without Turbo Capable of Macket Bursting, Mastrrames, Comprassion. Mo Turbo mode.

Super G with Dynamic Turbo | Capable of Facket Mursting, FastFrames, Comprassion, and Dynamic Turbo made This
selling is backeards compatible wilth non-Turbo (legacy) devices. Dynamic Turbo mode is
ony enabled when all devices on the wireless networl are configured with Super & and
Dynamic Tubo enabled.

Super G with Static Turbo Capable of Packet Dursting, FastFrames, Comprassion, and Static Turbo mode. This
selling is nol backwards compalible with nor-Turbo (legacy) devices, Stalic lwibo mode s
always on and is only enabled when all devices on the wireless networl are configured
with Super G and Static Turbo enabled

¢ Radio Wave: Enable or disable the wireless functionality of the selected device(s).

Data Rate: A pulldown menu to select the maximum wireless signal rate for the selected
devices(s).

Beacon Interval (20~1000): Beacons are packets sent by an access point to synchronize
a network. Specify the beacon value for the selected device(s) here. The default value
of 100 is recommended.

DTIM (1~255): DTIM (Delivery Traffic Indication Message) is a countdown informing clients
of the next listening window for broadcast and multicast messages.

Fragment Length (256~2346): This sets the fragmentation threshold (specified in bytes).
Packets exceeding the value set here will be fragmented. The default is 2346.

RTS Length (256~2346): The RTS value should not be changed unless you encounter
inconsistent data flow. The default value is 2346.

Tx Power: A pulldown menu for selecting the transmit power of the selected device(s).

Auto Channel Scan: Enable to scan for the least populated channel.
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Using the AP Manager (continued)

:'.3. Device Configuration
General | Wiresless | Security | Filters AP Mode | DHCP Server
la
v Authentication m
Enciyption W
Active Kep Index ,—_|
ks [ e o
2nd Key | _J | ;i J |
TR e | |
Ll e E[nex E|
IEEEB02.11g
v Authertication m
Encryption ,m
Active Key Index l—_|
ke [ =le o
2nd K.ey | _J | _J | 10 00 0C
T e |
Ath Key ’—_”—_” 0o ar
Check Al | Clear Ehecks| Refresh | Apply | Open | Save | E it |

Device Configuration>Security>IEEE802.11a & IEEE802.11¢

The Security tab contains the WEP configuration settings on the intial page. If you select
WPA as the authentication type, an additional tab will appear with the WPA configuration
options based on your selection.

¢ Authentication Type: Select from the pulldown menu the type of authentication to be
used on the selected device(s).

Authentication Type

Function

Open The key is communicaled acoss the nebwork,
Shared Limited to communication vath devices that share the same W P sethings
Both The key is communicated and identical WEP settings are required.
WPA-EAP lUsed to authenticate clients via a server,
Does nol ulilize & server for aulhenticalion bul uses & pass phrase hal is configured on the clisnls
WPA-PSK :
and access paint(s).

¢ Encryption: Enable or disable encryption on the selected device(s).

¢ Active Key Index:

Select which defined key is active on the selected device(s).

¢ Key Values: Select the key size (64-bit, 128-bit, or 152-bit) and key type (HEX or
ASCII) and then enter a string to use as the key. The key length is automatically
adjusted based on the settings you choose.
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Using the AP Manager (continued)

Device Configuration>Security>IEEE 802.11a>WPA-EAP

e Cipher Type: Select Auto, TKIP, Or  [Tevice contigaration
AES from the pulldown menu. Genswl | Wicloss |[Secamsy | Ftes | APMode | DHCP Serves
* Group Key Update Interval: Select | e/ e St samsacl
the interval during which the | wewig
group key will be vaild. 1800 o Type -
is the recommended setting. A | fromiesees 58 EEEEE
lower interval may reduce transfer | C
rates.
I Check Al | ClessChecks| Retiesh |  Appb | Open Save Exit
Device Configuration>Security>IEEE 802.11g>WPA-EAP
4 Device Configuration
e Cipher Type: Select Auto, TKIP, or |Gl | Wik [Secst | Fis | A2Hode | DHP Sere
AES from the pulldown menu. [ e
e Group Key Update Interval: Select the | v
interval during which the group key will Gl Frp R -
be vaild. 1800 is the recommended | "o = EEEED
setting. A lower interval may reduce
transfer rates.

| _CheckAl | ClessChecks| Retesh |  Appb |  Open Save Exit
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Using the AP Manager (continued)

Device Configuration>Security>
IEEE 802.11a & IEEE 802.11g>Security Server

* RADIUS Server: Enter the
IP address of the RADIUS
server.

e RADIUS Port: Enter the
port used on the RADIUS
server.

¢ RADIUS Secret: Enter the
RADIUS secret.

Device Configuration>Security>WPA-PSK

e Cipher Type: Select auto,
TKIP, or AES from the
pulldown menu.

¢ Group Key Update Interval:
Select the interval during
which the group key will
be vaild. 1800 is the
recommended setting. A
lower interval may reduce
transfer rates.

e PassPhrase: Enter a
PassPhrase between 8-
63 characters in length .

2 Device Configuration
General | Wireless | Securty | Filers AP Mode  DHCF Server
\epKey | IFFFRN2 112 WRA  Secuity Server |
Secunty Server
RADIUS Server I
BADIUS Port (0 65535) 1812
RADIUS Secrat
Check Al | ClearChecks| Mefiesh | Appy | Open Save Cut
4 Davice Co nfiguration

Geneal | Wieless | Securty | Fiters

AP Mude | DHCF Seve

Wepkey ICECO0211a'WPA 1 Secuiity Server |

=
WPA selting
Cipher Type
Group Key Update Interval

TKiPT ] -
[led  (300.9999999)

8- 63 chars)

Chreck Al | Clear Checks|

Refiesh | Apphy Open

Save
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Using the AP Manager (continued)

:.B Device Configuration

General | ‘wireless Security | Filters AP Mode | DHCP Server
WwLAN Partitior

Iv Intermal station connect cross 11a,11g Enable -

IEEEB02 115 IEEEB02.11g
[ [Hieimal Station Eannection: Enable «| I Internal Station Connection Enable =

v Broadcast from Ethernet to WLANiEnable | v Broadcast from Ethernet ko W'LAN]EnabIe -

IEEE802.11a Access Setting 1 IEEEBD02.11g Access Setting
v Access Control Accept v v &coess Control
ACL Mac Address ACL Mac Address
00:00:00:00:00:0  Add| Del 00:00:00:00:00:0  Add| Del
Check Al | Clear Ehecks| Refresh | Apply | Open Save Exit

Device Configuration>Filters

e Internal Station Connect Cross 11a, 11g: Enabling this allows wireless IEEE802.11a and
IEEE802.114g clients to communicate with each other. When this option is disabled,

IEEE802.11a and IEEE802.11g wireless stations are not allowed to exchange data
through the access point.

The following features are configurable in IEEE802.11a & IEEE802.11¢:

e Internal Station Connection: Enabling this allows wireless clients to communicate
with each other. When this option is disabled, wireless stations are not allowed to
exchange data through the access point.

¢ Broadcast from Ethernet to WLAN: Enabling this option allows Ethernet devices to
communicate with wireless clients. When this option is disabled, all data from
Ethernet to wireless clients is blocked. Wireless devices can still send data to the
Ethernet devices when this is disabled.

¢ Access Control: When disabled access control is not filtered based on the MAC
address. If Accept or Reject is selected, then a box appears for entering MAC
addresses. When Accept is selected, only devices with a MAC address in the list

are granted access. When Reject is selected, devices in the list of MAC addresses
are not granted access.

e ACL MAC Address: To add to the Access Control List (ACL), enter the MAC address
and click Add. To delete a MAC address, highlight it and press Del.
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Using the AP Manager (continued)

2 Device Configuration
General Wireless Security Filters | AP Mode | DHCF Server
IEEEB02115 ~IEEEB0211g
v AP mode Access Point v] v AP mode Aecess Paint |

Access Point
PtF Bridge

PP Bridge
AP Repeater
AP Client

Check All | Clear Checks| Refresh | Apply | Open J Save | Ewit

Device Configuration>AP Mode
The following featuresare configurable in IEEE802.11a & IEEE802.11g:

¢ Access Point: The default setting used to create a wireless LAN.

¢ PtP Bridge: Allows you to connect two wireless LANs together. This only works with
another DWL-7100AP. If enabled you must enter the MAC address of the other
DWL-7100AP.

¢ PtMP Bridge: Allows you to connect mulitple wireless LANs together. All other LANs
must be using DWL-7100APs. When enabled, you must enter the MAC address of
the other DWL-7100APs. Enter up to eight addresses.

¢ AP Repeater: Allows you to repeat the wireless signal of the root access point. When
enabled you must enter the MAC address of the root access point.

¢ AP Client: Allows any device with an Ethernet connection to connect to the wireless
network via another DWL-7100AP, such as a printer, gaming console (Xbox, PS2),
or a computer. You will need to enter the SSID of the DWL-7100AP that is functioning
as an AP. 40



Using the AP Manager (continued)

2 Device Configuration

General “wireless Security Filters AP Mode | DHCF Server

Dizable =

v Dynaric Pool Settings [V Static Pool Settings

IP &ssigned From: G a0 0 Add| Edit| Dell

B ohEnc [1”255],0— | Mac Address |IPAddress | Statug ]
Subhask m

Gateway ’_D‘—D‘_‘D—‘h_

Wing ﬁ_ﬁ—ﬁ_

DNS R

Darmain Mame
Lease Time(B0~31536000 sec] |0

Status OFF hd

Check all ‘ Clear Ehecks‘ Refresh | Apply J Open ‘ Save J Exit

Device Configuration>DHCP
e DHCP Server: Enable or disable the DHCP server function.

¢ Dynamic Pool Settings: Click to enable Dynamic Pool Settings. Configure the IP

address pool in the fields below.

o Static Pool Settings: Click to enable Static Pool Settings. Use this function to assign
the same IP address to a device at every restart. The IP addresses assigned in the
Static Pool list must NOT be in the same IP range as the Dynamic Pool.

¢ |P Assigned From: Enter the initial IP address to be assigned by the DHCP server.

¢ Range of Pool (1~255): Enter the number of allocated IP addresses.
e SubMask: Enter the subnet mask.

e Gateway: Enter the gateway IP address, typically a router.

* Wins: Wins (Windows Internet Naming Service) is a system that determines the IP
address of a network computer with a dynamically assigned IP address, if applicable.

¢ DNS: The IP address of the DNS server, if applicable.

¢ Domain Name: Enter the domain name of the DWL-7100AP, if applicable.
¢ Lease Time: The period of time that the client will retain the assigned IP address.

e Status: This option turns the dynamic pool settings on or off.
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Using the AP Manager (continued)

Configuration Files
The DWL-7100AP allows you to save the device settings to a configuration file. To save
a configuration file, follow these steps:

® Select a device from the Device List on the main screen of the AP Manager.

¢ Click the device configuration button.

¢ Click the Save button after you have all of the settings as you want them.

* A popup window will appear prompting you for a file name and location. Enter the
file name, choose a file destination, and click Save.

8 Y ,
; ;
I i\d . > ] 5]

[Device Configuration butto

......

To load a previously saved configuration file, follow these steps:
e Select a device or devices from the Device List on the main screen of the AP
Manager.
¢ Click the device configuration button.
e Click the Open button.
¢ A popup window will appear prompting you to locate the configuration file. Locate the
file and click Open.

¢ The configuration file is loaded into the AP Manager but has not actually been written
to the device(s). If you want to use the newly loaded configuration for the selected
device(s), click Apply and the configuration settings will be written to the device(s).

5N
|

[Device Configuration button.

You must always click L
& Apply in the Configuration - '
window if you want the

settings to take effect.
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Using the AP Manager (continued)

Firmware

Zx
(=3
|

You can upgrade the firmware by clicking on
this button after selecting the device(s).

To upgrade the firmware:

e Download the latest firmware upgrade from http://support.dlink.com to an easy to
find location on your hard drive.

¢ Click on the firmware button as shown above.
¢ A popup window will appear. Locate the firmware upgrade file and click Open.
IMPORTANT! DO NOT DISCONNECT POWER FROM THE UNIT WHILE THE FIRMWARE IS

BEING UPGRADED.

T

You can customize the basic System Settings for
the DWL-7100AP by clicking on this button.

System Settings

* Access Password: This sets the wamrmwrns —g
admin password for the selected -Link [SHI IS NENESTE ]
device(s). =

¢ Auto Refresh: This setting allows
you to enable auto refreshing of Seting Tineoni E
the network device list. By default featiei I
this option is disabled. If you g T
choose to er_lable it, you must enter A R lm—
the refresh interval in seconds. Factoy Reset T ) .

All other settings on this screen should feeman lfw—
be left at the default setting. R —
| viscover Timooutist EF ’
Diseroeeng Packets Mumbar |'| 1
¥ iy Revesh 30
Diedml | | Cancel |
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Using the AP Manager (continued)

Setup Wizard

This button will launch the Setup Wizard that will
guide you through device configuration.

L. Wizard DWL-7100AP <

JUARESatUpR Wzt

‘Welcome to DWL-7100AP Sctup Wizard. The Wizard will guide you
through the four quick steps shown below. Begin by clicking Next .

Step | Setyour new passwornd

Step £ .Setthe S5ID and Channel (802.11g)
Step 3.5el Encrvplion (802.11g)

Step 4.5etthe S50 and Channel (002.11a)
Step 5.5et Cneryption (002.11a)

Step 6.Restant

' Click Next e o (I Lt

f\ WAL Eeiv): Wikel G
Set Password
You may change the p d by ing a new p d. Click
uexl lu cunilinue.
Passwinrd
Enter a Password and retype it erfyBasaverd

in the Verify Password field.

Click Next
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Using the AP Manager (continued)

Setup Wizard (continued)

IEEE802.11g

Enter the SSID and the

1
s

L Wizard DWL-7100AP ==,

JUARSEfURWizard

Set Wireless LAN 802.11g Conneclion

Enter thz S8I0 and Channclto be uscd for the Wircloss LAN 80211y
connection. Click Next to continue

SSID:  |defaul

Channel for the network.

Channel: |5 - I

Click Next

If you want to enable Encryption,
enter the Encryption values here.

WEP Encryption for 802 11g

If youwish to use encryption, enable it here and enter the

cncryption ey values. Click Next to continuc.

Click Next

WED: [disatle =]
Ry Towpe Hex -
[tey Gize: 64 -
[irst Key: |o00000 0000
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Using the AP Manager (continued)

Setup Wizard (continued)

1]

L. Wizard DWL-7100AP =

JOARSEtUpWizard

Set Wireless LAN 802.11a Connection

Enter the £SI0 and Channclto be uscd for the Wircloss LAN 802115
IEEE802,1 1 a connection. Click Next to continue

SSID:  |defaul

Enter the SSID and the Channel
for the network. Chamnel [;z =]

X

Click Next
< Prow Mext Exit |

Set Wirsless LAN 802.11a Connection

Enter the S310 and Chiannel W be used (ur he Wieless LAN 802.11a
conncction. Click Next to continue

S5ID: |de§aw
Channel: |52 - i

If you want to enable Encryption,
enter the Encryption values here.

[} o]
=
=
z
—
B

Click Next
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Using the AP Manager (continued)

Setup Wizard (continued)

L. Wizard DWL-7100AP

mE x|

Setup Complete!

testart the OWL-71004P.

The Setup Wizard is completel Click Prew to modify the

JUAES SETURWIZard

presdous settings. Click Finish to save the current settings and

< Prew i Finigh

Exit

Click Finish

The DWL-7100AP setup is complete!

49




Using the AP Manager (continued)

Refresh
|
Click on this button to refresh the list of
devices available on the network.
Devices with a checkmark o riiiose duatband o Hanager BEE]

next to them are still
available on the network.
Devices with an X are no
longer available on the
network.

RG

Pudbess | Nelmash Fow Verson | Decs Heme | Actron
21ER050 29526596, v200 DiLiek Acce

About

Click on this button to view the version
of AP Manager.

‘About E
D-Link Tri-Mode Dualband AP Manager

1
k,.'- Werzion 1.10

Copyright 2004 D-Link Corporation.
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Networking Basics

Using the Network Setup Wizard in Windows XP

In this section you will learn how to establish a network at home or work, using
Microsoft Windows XP.

Note: Please refer to websites such as http.//www.homenethelp.com
and http.//www.microsoft.com/windows2000 for information about networking
computers using Windows 2000.

Go to Start>Control Panel>Network Connections
Select Set up a home or small office network

Metwork Setup Wizand

Welcome to the Network Setup
Wizard

Thiz wizard will help pou zet up this computer bo run on your
network. Ywith a netwark, you carn;

Share an Intermet connection

Set up Intermnet Connection Firewall
Share filez and folders

Share a printer

L N

To continue, click Mest.

MHewt » J'[ Cancel

When this screen appears, click Next.
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Networking Basics (continued)

Please follow all the instructions in this window:

Network Setup Wizard

Before pou continue__.

Befare you continue, review the

Then, complete the following steps:

* |nstall the network. cards, modems, and cables.

+ Turn on all computers, printers, and extemal modens.
+ Connect ta the Intermet.

When you click Mest, the wizard will search for a shared Intemet connection on your network.

¢ Back l Nest » ' Cancel

Click Next.

In the following window, select the best description of your computer. If your
computer connects to the internet through a gateway/router, select the second option

as shown.

Metwork Setup Wizard

Select a connection method.

Select the statement that best dezcribes this computer:

(0) This computer connects directly ta the Intemnet. The other computers on my network connect
tao the Internet through this computer.

‘igw an example,

() Thiz computer connects to the Intemet through anather computer an my network or thraugh
a regidential gateway.
iew an example.

O

Learn more about home or small office netwark. confiqurations.

N

< Back I'I Mest > ][ Cancel
—

Click Next.
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Networking Basics (continued)

Enter a Computer description and a Computer name (optional.)

Network Setup Wizard
Give this computer a description and name.

(Qomputer dezcriphion: | Mary's Computer | )

Examples: Family Foom Computer or Monica's Computer

(Cgmputer name: | Office | )
Examples: FAMILY or MOMICA

The current computer name iz Office

Learn more about computer names and descriptions.

Click Next.

Enter a Workgroup name. All computers on your network should have the same
Workgroup name.

Network Setup Wizand

Mame your network.

Marme pour hebwark by specifying a workgroup name below, All computers on your nebwark,
should have the zame warkgroup name.

Workgroup name: Accounting
E xamples: HOME or OFFICE

< Back Mext > Cancel

Click Next.
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Networking Basics (continued)

Please wait while the Network Setup Wizard applies the changes.

Metwork Setup Wizard

Ready to apply network settings...

The wizard will apply the following settings. This process may take a few minutes to complete
and cannot be interrupted.,

Sethings:
Metwark, settings: ~
Computer description: Mary's Computer
Computer narme: Office
Wwhark graup name: Accounting
The Shared Documents falder and any printers connected to this camputer have been
shared.
8|

To apply these settings, click Mest.

’ < Back ”_ Mest » Jl Cancel

When the changes are complete, click Next.

Please wait while the Network Setup Wizard configures the computer.
This may take a few minutes.

Network Setup Wizard

Please wait...

Pleaze wait while the wizard configures thiz computer for home or small office networking. This
process may take a few minukes.,

4 [
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Networking Basics (continued)

In the window below, select the option that fits your needs. In this example, Create a
Network Setup Disk has been selected. You will run this disk on each of the computers

on your network. Click Next.

Network Setup Wizard
You're almost done...

2  You need ta run the Network Setup Wizard once on each of the computers on your
\1‘*) network, To un the wizard on computers that are not running 'Windows %P, you can uze
the Windows P CD or a Metwork Setup Disk.

What do you want to do’?

(®iCreate a Network Setup Diski

(1 Use the Metwork Setup Disk | aleady have
(1 Usze my Wwindaws =P CD

() Just firigh the wizard; | don't need to run the wizard on other computers

[ tet> ]

Insert a disk into the Floppy Disk Drive, in this case drive A.

Network Setup Wizard
Insert the disk you want to use.

Insert a disk the inta the fallowing dizk drive, and then click Mext.

3% Floppy [4:]

1f you want to format the disk, click Format Disk.

&

Format the disk if you wish, and click Next.
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Networking Basics (continued)

Please wait while the Network Setup Wizard copies the files.

Copying... |E|

=l LV

Please wait while the wizard copies files. ..

[ ) | Cancel

Please read the information under Here’s how in the screen below. After you complete
the Network Setup Wizard you will use the Network Setup Disk to run the Network Setup

Wizard once on each of the computers on your network.To continue click Next.

Mebtwork Setup Wizand

To run the wizard with the Hetwork Setup Disk. .. %

=  Complete the wizard and restart this computer. Then, uze the Metwork Setup Disk to run
1 the Metwork, Setup ‘Wizard once on gach of the other computers on your network:,

Here's how:
1. Insert the Metwork Setup Disk into the nest computer pou want to netwark.

2. Open My Computer and then open the Metwark, Setup Disk.
3. Double-click "netsetup.”

|_ < Back
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Networking Basics (continued)

Please read the information on this screen, then click Finish to complete the Network
Setup Wizard.

Metwork Setup Wizard

Completing the Network Setup
Wizard

Yo have succezsfully 2et up thiz computer for home or gmall
office networking.

For help with home or emall office networking, zee the
following topicz in Help and Support Center:

+ Using the Shared Documents folder
+ Shanng fles and folders

To zee other computers an your netwaork, click Start, and then
click My Metwaork Places.

To close thiz wizard, click Finish.

| <Back || Finish |

The new settings will take effect when you restart the computer. Click Yes to restart
the computer.

i

|

System Settings Change [X|

P ‘ou musk restart your computer before the new settings will take effect,

|

Do wou wank ba restark wour compuber now?

You have completed configuring this computer. Next, you will need to run the Network
Setup Disk on all the other computers on your network. After running the Network Setup
Disk on all your computers, your new wireless network will be ready to use.
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Networking Basics (continued)
Naming your Computer

To name your computer in Windows XP, please follow these directions:
B Click Start (in the lower left corner of the screen).
M Right-click on My Computer.
B Select Properties.

Internet __J My Documents
Internet Explorer

@,] E-mail b My Recent Documents #

Outlook Express &
___} My Pictures

B “ommand Frompk

__3( My Music

W M3M Explorer |.. - My Computer
. Open

‘rg My Network  Explore
Search...

B’ Conkrol Panel|  Manage
Windows Movie Maker i :
Map Metwork Drive. ..

Disconneck Mebwork Drive. .,
L@ Tour Windows xFP -
,:é Frinters and F Show on Deskkop

| Files and Settings Transfer | Rename

B Select the Computer Name Bt ey v e =0
Tab in the System Proper- |
ties window. |

Windows Madia Plaver

204

k)
-0

atic: Lpdates |  Remote

| Hadwae | Advanced |

Windows uzes the following information to identify wour computer
on the network.

B You may enter a Computer || Computer description:
Description if you wish; this

For exarnple: "Kitchen Computer or "Man's

field is optional. Computer'
Full computer name:  Office
whork grovp: Accounting
To uze the Network |dentification Wizard ta join a
B To rename the computer domain and create a local user account, click Metwork, LR
1D,

and join a domain, click

ChaHQE. To rename this computer or join & darain, click Change.
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Networking Basics (continued)
Naming your Computer

Computer Mame Changes E”Z|

'au can change the name and the memberzhip of this
H In this window. enter the computer, Changes may affect access to netwaork rezources.
)

Computer name.
LCarmputer name:

B Select Workgroup and enter the | | Office
name of the Workgroup.

Full computer name:

Office
B All computers on your network
must have the same Workgroup
name.
ember of
() Domain:
m Click OK. | |
=) workaroup;
| Accounting |

' OK ' Cancel

Checking the IP Address in Windows XP

The wireless adapter-equipped computers in your network must be in the same IP
address range (see Getting Started in this manual for a definition of IP address range).
To check on the IP address of the adapter, please do the following:

W Right-click on the Local Disable
el stotes |
the task bar. -

Repair

View Available \Wireless Mebworks

Cpen Metwark Connections
B Click on Status.
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Networking Basics (continued)
Checking the IP Address in Windows XP

This window will appear.

Wireless Hetwork Connection 7 Status |E||E|

| General [Suppnrt )

®  Click the Support tab. Intemet Fratocol [TCPAF)

Addrezs Type: Azzigned by DHCP

[ 1Padaress 1921680114 |
Subnet Maszk: 256.255.255.0
Default Gateway: 192.168.0.1

Qetaﬂg

[ ] Click Close.

LCloge

Assigning a Static IP Address in Windows XP/2000

Note: DHCP-capable routers will automatically assign IP addresses to the computers on the
network, using DHCP (Dynamic Host Configuration Protocol) technology. If you are using a
DHCP-capable router you will not need to assign static IP addresses.

If you are not using a DHCP capable router, or you need to assign a static IP address,
please follow these instructions:

; - Conkrol Panel
. Go to Start. '@ Tour Windows KP | E e e

“-ﬁ Printers and Faxes
i | Files and Settings Transfer
Wizard

1 9/] Help and Support
. Paint =
| Click on Control d I‘) Search

Panel.
all Programs D ) Run...

—
ﬁ| Log OFF | (0] | Turr OFF Computer




Networking Basics (continued)

Assigning a Static IP Address in Windows XP/2000

B Double-click
on Network
Connections.

B Right-click on Local Area
Connections.

B Click on Properties.

61

B Cantral Panel

Flle Edt view Favorkes Tools Help

O - © - | Lot o |-

iddress [ Contral Panel

E" Control Panel

[} Switch to Category View

1w Start ™, network Lo,

", Network Cannections

Fle Edt  Wiew Favorkes Toole  Advanced Help
Qus- © - ¥ LOsowor [ rotee | [T

Ardceess | @Y Netveurk Conmections.

Metwork Tasks

&, Repair this connection

W]} Rename this connection

W Wiew status of this
connection

|#) change settings of this
vormeclion

'fi Wievs ar change settings For this connection, such as adapber, protocal, or modem contigur



Networking Basics
(continued)

Assigning a Static IP Address
in

Windows XP/2000

B Click on Internet Protocol (TCP/IP)

m Click Properties

B In the window below, select
Use the following IP address.
Input your IP address and subnet
mask. (The IP addresses on
your network must be within the
same range. For example, if one

PX)

-i. Wireless Network Connection 3 Properties

| General | Advanced |

| Connect uzing:

| :m D-Link Air DWw/L-520 ‘wireless PCl Adapter | !

e i |

Thiz connection uses the following items:

[ El', Client for Microzoft Metworks

| :
[ escription

Transmizzion Contral Protocaol/Intemet Protocol. The default
wide area netwark. protocol that provides communication
across diverse interconnected networks.

Show icon in notification area when connected

][ Cancel ]

computer has an IP address of 192.168.0.2, the other computers should have
IP addresses that are sequential, like 192.168.0.3 and 192.168.0.4. The subnet
mask must be the same for all the computers on the network).

[ IP Address:
e.g., 192.168.0.2

M Subnet Mask:
255.255.255.0

B Default Gateway:
Enter the LAN IP address of
the wireless router. (D-Link
wireless routers have a LAN
IP address of 192.168.0.1)

B  Select Use the following DNS
server addresses. Enter
the LAN IP address of the
wireless router. (D-Link
wireless routers have a LAN
IP address of 192.168.0.1)

B Click OK

Internet Protocol (TCP/IP) Properties

General

“fou can get I sethngs assgned automahically i vour network, supports
thiz capability. Dthcrwize, you nocd to asl your nobwork admindatrator for
the appropriate IP settings.

Obtain an IP address automatically
(%) Use the following IP address:

IM™ address: 192 160D, 0 . 52
Subnet mask: 75255 5. 0
Default gateway: 192.168. 0 . 1

6}- Usze the following DNS server ad&es&es)
Prefemmed DNS server 192.168. 0 . 1

Alkemate DINS server

)

You have completed the assignment of a static IP address. (You do not need to assign
a static IP address if you have a DHCP-capable router).
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Networking Basics (continued)

Checking the Wireless Connection
by Pinging in Windows XP and 2000

Go to Start > Run >

type emd. A window ¥ :
similar to this one i
will appear. Type
ping XXX.XXX.XXX.XXX,
where xxx is the IP
Address of the Wire-
less Router or Ac- :
cess Point. A good & hte Dy
wireless connection )

will show four replies
from the Wireless
Router or Access
Point, as shown.
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Troubleshooting

This Chapter provides solutions to problems that can occur during the installation and
operation of the DWL-7100AP Wireless Access Point. We cover various aspects of the
network setup, including the network adapters. Please read the following if you are
having problems.

Note: It is recommended that you use an Ethernet connection to
configure the DWL-7100AP.

1. The computer used to configure the DWL-7100AP cannot access the
Configuration menu.

B Check that the Ethernet LED on the DWL-7100AP is ON. If the LED is
not ON, check that the cable for the Ethernet connection is securely
inserted.

B Check that the Ethernet adapter is working properly. Please see
item 3 in this section: Check that the drivers for the network adapters are
installed properly.

B Check that the IP address is in the same range and subnet as the
DWL-7100AP. Please see Checking the IP Address in Windows XP in
the Networking Basics section of this manual.

Note: The IP address of the DWL-7100AP is 192.168.0.50. All the computers on the network
must have a unigue IP address in the same range, e.g., 192.168.0.x. Any computers that
have identical IP addresses will not be visible on the network. They must all have the same
subnet mask, e.g., 255.255.255.0

m Do a Ping test to make sure that the DWL-7100AP is responding. Go
to Start>Run>Type Command>Type ping 192.168.0.50. A successful
ping will show four replies.

FAWINDOWS\Syslemn32cmd. exe

Note: If you have changed
the default IP address, make
sure to ping the correct IP
address assigned to the
DWL-7100AP,
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Troubleshooting (continued)

2. The wireless client cannot access the Internet in the
Infrastructure mode.

Make sure the wireless client is associated and joined with the correct access
point. To check this connection: Right-click on the Local Area Connection icon in the
taskbar> select View Available Wireless Networks. The Connect to Wireless Network
screen will appear. Please make sure you have selected the correct available
network, as shown in the illustrations below.

Disable
Status
Repair

Connecl to Wireless Network @@

The following network(s) are available To access a network, select
it from the kst, and then click Connect,

Avalable nelwoiks

1 alan ~
i dan

Views Available ‘Wirsless Networks

Open Network Connections @

i nn

If yous ate hawing difficulty connecting to a netwark, chick &dvanced

[ Connect l[ Cancel ]

Check that the IP address assigned to the wireless adapter is within the
same IP address range as the access point and gateway. (Since the DWL-
7100AP has an IP address of 192.168.0.50, wireless adapters must
have an IP address in the same range, e.g., 192.168.0.x. Each device
must have a unique IP address; no two devices may have the same IP
address. The subnet mask must be the same for all the computers on
the network.) To check the IP address assigned to the wireless adapter,
double-click on the local area connection icon in the taskbar > select the
support tab and the IP address will be displayed. (Please refer to Checking
the IP Address in the Networking Basics section of this manual.)

If it is necessary to assign a static IP address to the wireless adapter,
please refer to the appropriate section in Networking Basics. If you are
entering a DNS server address you must also enter the default gateway
address. (Remember that if you have a DHCP-capable router, you will
not need to assign a static IP address. See Networking Basics: Assigning

a Static IP Address.)
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Troubleshooting (continued)

3. Check that the drivers for the network adapters are
installed properly.

You may be using different network adapters than those illustrated here, but this

procedure will remain the same, regardless of the type of network adapters you are
using.

(P |
- Go to Start B _ormand Prompt Open

. |l Explore
. . i M
| nght'C“Ck on @ Windows Mowie Maker ‘bg [ Search. .,
My Computer B’ o Manage
il
v M3 Explorer

| Map Metwark Drive. ..
J:_é Prl  Disconnect Network Drive. .,

] Click Properties ® Windows Media Player Shaw on Deskkop

i t_)) He  Rename
@ Tour windows XP - | - =
j-) 5 ERialEE

All Programs D

E| Log OFf @| Shut Down

iy start

Sysiem Propartics

System Restore Automati
Gensial Compubsrs Hame

Mdd Handwars 'wizard
i The &dd Hardwans 'Wizard helps you iratal hardwans

B Select the Hardware
tab

Dlervica Manager

Tha Devica Manager lets ol B hadwans devces instalad
an poul compuier. s the Device Manage to change the
®  Click Device Manager pioperties of s cetic

[ oivesows  |( DevceManas )

Hawdwame Profiles

Ze Hardwsane profibes provice a vway for pou to 2ot up and shone
w diffiesant handwane: configuations.
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Troubleshooting (continued)

B  Double-click
on Network
adapters

B Right-click on D-Link DWL-
A650 Wireless Cardbus
Adapter

M Select Properties to
check that the drivers
are installed properly

B Look under Device status
to check that the device
is working properly

B Click 0K

£ Device Manager

Fle Action Wiew Help
YY)

= g PMTEST

+ ﬁ Eatteries

+- iy Computer

[+]- =g Disk drives

[+] § Display adapters

+-1=) Floppy disk controllers

+ _5. Floppy disk drives

=% 1DE ATAJATAPL controllers

‘2 Keyboards

] ’_'_) Mice and other pointing devices

| L Moderns

§ Monitars

[

o T
3-Link & AES ardbus Adapter ]
Lg=uL Jhm
- Ports (COM &LPT)
[+ %% Processors
+- @), sound, video and game controllers

+- ¢ System devices
] Universal Serial Bus contrallers

General | Advanced | Driver | Pesources Power Management

D-Link DWL-A650

Device bype: Metwork adapters
Manufacturer: D-Link
Location: PCl bus 2, device 0, function 0

Device status

This device is working properly.

If you are having problems with this device, click Troubleshoot to
start the troubleshooter.

Device uzage:

% Uz this device [enable) v i

' (] 8 ' Cancel
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Troubleshooting (continued)

4. What variables may cause my wireless products to lose
reception?

D-Link products let you access your network from virtually anywhere you want. However,
the positioning of the products within your environment will affect the wireless range.
Please refer to Installation Considerations in the Wireless Basics section of this manual
for further information about the most advantageous placement of your D-Link wireless
products.

5. Why does my wireless connection keep dropping?

B Antenna orientation- Try different antenna orientations for the DWL-7100AP. Try
to keep the antenna at least 6 inches away from the wall or other objects.

M If you are using 2.4GHz cordless phones, X-10 equipment or other home
security systems, ceiling fans, and lights, your wireless connection will degrade
dramatically or drop altogether. Try changing the channel on your access point
and wireless adapter to a different channel to avoid interference.

B Keep your product away (at least 3-6 feet) from electrical devices that generate
RF noise, like microwaves, monitors, electric motors, etc.

6. Why can’t | get a wireless connection?

To establish a wireless connection, while enabling Encryption on the DWL-7100AP, you
must also enable encryption on the wireless client.

B For802.11a, the Encryption settings are: 64-, 128- or 152-bit. Make sure that the
encryption bit level is the same on the access point and the wireless client.

B For802.11b, the Encryption settings are: 64-, 128-, or 256-bit. Make sure that the
encryption bit level is the same on the access point and the wireless client.

Make sure that the SSID on the access point and the wireless client are exactly the
same. If they are not, wireless connection will not be established. Please note that there
are two separate SSIDs for 802.11a and 802.11b. The default SSID for both 802.11a
and 802.11b is default.
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Troubleshooting (continued)

7. Resetting the DWL-7100AP to Factory Default Settings

After you have tried other methods for troubleshooting your network, you may
choose to Reset the DWL-7100AP to the factory default settings.
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To hard-reset the D-Link DWL-7100AP to factory default settings, please do the
following:

B |ocate the Reset button on the back of the DWL-7100AP

B Use a paper clip to press the Reset button
B Hold for about 10 seconds and then release

B After the DWL-7100AP reboots (this may take a few
minutes) it will be reset to the factory default settings
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Technical Specifications

Standards

¢ |[EEE 802.11a
* |[EEE 802.11b
* |[EEE 802.11g
* |EEE 802.3

¢ |EEE 802.3u
¢ |IEEE 802.3x

Device Management

* Web-Based — Internet Explorer v6 or later; Netscape Navigator v6 or later; or other
Java-enabled browsers.

* Telnet

* AP Manager

* SNMP v.3

Security

* 64-, 128-, 152-bit WEP

* WPA — Wi-Fi Protected Access
(WPA-TKIP and WPA-PSK)

¢ 802.1x (EAP-MD5/TLS/TTLS/PEAP)

* MAC Address Access Control List

* Advanced Encryption Standard
(AES-CCM)

Wireless Frequency Range

* 2.4GHz to 2.4835GHz

* 5.15GHz to 5.35GHz and
5.725GHz to 5.825GHz

Radio and Modulation Type
For 802.11b:

DSSS:

* DBPSK @ 1Mbps

* DQPSK @ 2Mbps

* CCK @ 5.5 and 11Mbps
For 802.11a/g:

70



Technical Specifications (continued)

OFDM:

* BPSK @ 6 and 9Mbps

* QPSK @ 12 and 18Mbps
* 16QAM @ 24 and 36Mbps
* 64QAM @ 48 and 54Mbps
DSSS:

* DBPSK @ 1Mbps

* DQPSK @ 2Mbps

* CCK @ 5.5 and 11Mbps

Receiver Sensitivity
For 802.11a:

* 6Mbps: -87dBm

* 9Mbps: -86dBm

* 11Mbps: -88dBm
¢ 12Mbps: -85dBm
* 18Mbps: -83dBm
* 24Mbps: -80dBm
¢ 36Mbps: -76dBm
* 48Mbps: -71dBm
* 54Mbps: -71dBm
For 802.11b:

e 1Mbps: -92dBm

e 2Mbps: -89dBm

¢ 5.5Mbps: -88dBm
* 11Mbps: -83dBm
For 802.11¢:

e 1Mbps: -95dBm

e 2Mbps: -91dBm

¢ 5.5Mbps: -89dBm
e 6Mbps: -87dBm

* 9Mbps: -85dBm

* 11Mbps: -88dBm
* 12Mbps: -80dBm
* 18Mbps: -80dBm
* 24Mbps: -77dBm
¢ 36Mbps: -73dBm
* 48Mbps: -72dBm
* 54Mbps: -72dBm

Transmit Output Power

For 802.11a:

* 63mW (18dBm)
* 40mW (16dBm)
* 32mW (15dBm)
e 6MW (7dBm)

e ImW (0dBm)
For 802.11b:

* 63mW (18dBm)
* 40mW (16dBm)
* 32mW (15dBm)
* 23mW (13dBm)
* 10mW (10dBm)
* 6MW (7dBm)

e ImW (0dBm)
For 802.11g:

* 63mW (18dBm)
* 40mW (16dBm)
* 32mW (15dBm)
* 6MW (7dBm)
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Technical Support

You can find software updates and user documentation on the D-Link website.

D-Link provides free technical support for customers within the United States and
within Canada for the duration of the warranty period on this product.

U.S. and Canadian customers can contact D-Link technical support through our
website, or by phone.

Tech Support for customers within the United States:
D-Link Technical Support over the Telephone:
(877) 453-5465
24 hours a day, seven days a week.

D-Link Technical Support over the Internet:
http://support.dlink.com
email:support@dlink.com

Tech Support for customers within Canada:
D-Link Technical Support over the Telephone:
(800) 361-5265
Monday to Friday 7:30am to 12:00am EST

D-Link Technical Suppart over the Internet:
http://support.dlink.ca
email:support@dlink.ca
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Warranty
(USA only)

Subject to the terms and conditions set forth herein, D-Link Systems, Inc. (“D-Link”) provides this Limited
warranty for its product only to the person or entity that originally purchased the product from:

. D-Link or its authorized reseller or distributor and

3 Products purchased and delivered within the fifty states of the United States, the District of Columbia,
U.S. Possessions or Protectorates, U.S. Military Installations, addresses with an APO or FPO.

Limited Warranty: D-Link warrants that the hardware portion of the D-Link products described below will
be free from material defects in workmanship and materials from the date of original retail purchase of the
product, for the period set forth below applicable to the product type (“Warranty Period”), except as otherwise
stated herein.

3-Year Limited Warranty for the Product(s) is defined as follows:

o Hardware (excluding power supplies and fans) Three (3) Years
. Power Supplies and Fans One (1) Year
. Spare parts and spare kits Ninety (90) days

D-Link’s sole obligation shall be to repair or replace the defective Hardware during the Warranty Period at
no charge to the original owner or to refund at D-Link’s sole discretion. Such repair or replacement will be
rendered by D-Link at an Authorized D-Link Service Office. The replacement Hardware need not be new or
have an identical make, model or part. D-Link may in its sole discretion replace the defective Hardware (or
any part thereof) with any reconditioned product that D-Link reasonably determines is substantially equivalent
(or superior) in all material respects to the defective Hardware. Repaired or replacement Hardware will be
warranted for the remainder of the original Warranty Period from the date of original retail purchase. If a
material defect is incapable of correction, or if D-Link determines in its sole discretion that it is not practical to
repair or replace the defective Hardware, the price paid by the original purchaser for the defective Hardware
will be refunded by D-Link upon return to D-Link of the defective Hardware. All Hardware (or part thereof)
that is replaced by D-Link, or for which the purchase price is refunded, shall become the property of D-Link
upon replacement or refund.

Limited Soffware Warranty: D-Link warrants that the software portion of the product (“Software”) will substantially
conform to D-Link’s then current functional specifications for the Software, as set forth in the applicable
documentation, from the date of original retail purchase of the Software for a period of ninety (90) days
(“Warranty Period”), provided that the Software is properly installed on approved hardware and operated as
contemplated in its documentation. D-Link further warrants that, during the Warranty Period, the magnetic
media on which D-Link delivers the Software will be free of physical defects. D-Link’s sole obligation shall
be to replace the non-conforming Software (or defective media) with software that substantially conforms
to D-Link’s functional specifications for the Software or to refund at D-Link’s sole discretion. Except as
otherwise agreed by D-Link in writing, the replacement Software is provided only to the original licensee,
and is subject to the terms and conditions of the license granted by D-Link for the Software. Software will
be warranted for the remainder of the original Warranty Period from the date or original retail purchase. If
a material non-conformance is incapable of correction, or if D-Link determines in its sole discretion that it
is not practical to replace the non-conforming Software, the price paid by the original licensee for the non-
conforming Software will be refunded by D-Link; provided that the non-conforming Software (and all copies
thereof) is first returned to D-Link. The license granted respecting any Software for which a refund is given
automatically terminates.

Non-Applicability of Warranty: The Limited Warranty provided hereunder for hardware and software of D-
Link’s products will not be applied to and does not cover any refurbished product and any product purchased
through the inventory clearance or liquidation sale or other sales in which D-Link, the sellers, or the liquidators
expressly disclaim their warranty obligation pertaining to the product and in that case, the product is being
sold “As-Is” without any warranty whatsoever including, without limitation, the Limited Warranty as described
herein, notwithstanding anything stated herein to the contrary.

Submitting A Claim: The customer shall return the product to the original purchase point based on its return

policy. In case the return policy period has expired and the product is within warranty, the customer shall
submit a claim to D-Link as outlined below:
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o The customer must submit with the product as part of the claim a written description of the Hardware
defect or Software nonconformance in sufficient detail to allow D-Link to confirm the same.

. The original product owner must obtain a Return Material Authorization (“RMA”) number from
the Authorized D-Link Service Office and, if requested, provide written proof of purchase of the
product (such as a copy of the dated purchase invoice for the product) before the warranty service
Is provided.

. After an RMA number is issued, the defective product must be packaged securely in the original
or other suitable shipping package to ensure that it will not be damaged in transit, and the RMA
number must be prominently marked on the outside of the package. Do not include any manuals or
accessories in the shipping package. D-Link will only replace the defective portion of the Product
and will not ship back any accessories.

. The customer is responsible for all in-bound shipping charges to D-Link. No Cash on Delivery
(“COD”) is allowed. Products sent COD will either be rejected by D-Link or become the property
of D-Link. Products shall be fully insured by the customer. D-Link will not be held responsible for
any packages that are lost in transit to D-Link. The repaired or replaced packages will be shipped
to the customer via UPS Ground or any common carrier selected by D-Link, with shipping charges
prepaid. Expedited shipping is available if shipping charges are prepaid by the customer and upon
request.

Return Merchandise Ship-To Address
USA 17595 Mt. Herrmann, Fountain Valley, CA 92708-4160
Canada: 2180 Winston Park Drive, Oakville, ON, L6H 5W1 (Visit http://www.dlink.ca for detailed warranty
information within Canada)

D-Link may reject or return any product that is not packaged and shipped in strict compliance with the
foregoing requirements, or for which an RMA number is not visible from the outside of the package. The
product owner agrees to pay D-Link’s reasonable handling and return shipping charges for any product that
is not packaged and shipped in accordance with the foregoing requirements, or that is determined by D-Link
not to be defective or non-conforming.

What Is Not Covered: This limited warranty provided by D-Link does not cover: Products, if in D-Link’s judgment,
have been subjected to abuse, accident, alteration, modification, tampering, negligence, misuse, faulty
installation, lack of reasonable care, repair or service in any way that is not contemplated in the documentation
for the product, or if the model or serial number has been altered, tampered with, defaced or removed; Initial
installation, installation and removal of the product for repair, and shipping costs; Operational adjustments
covered in the operating manual for the product, and normal maintenance; Damage that occurs in shipment,
due to act of God, failures due to power surge, and cosmetic damage; Any hardware, software, firmware
or other products or services provided by anyone other than D-Link; Products that have been purchased
from inventory clearance or liquidation sales or other sales in which D-Link, the sellers, or the liquidators
expressly disclaim their warranty obligation pertaining to the product. Repair by anyone other than D-Link
or an Authorized D-Link Service Office will void this Warranty.

Disclaimer of Other Warranties: EXCEPT FOR THE LIMITED WARRANTY SPECIFIED HEREIN, THE PRODUCT
IS PROVIDED “AS-IS”"WITHOUT ANY WARRANTY OF ANY KIND WHATSOEVER INCLUDING, WITHOUT
LIMITATION, ANY WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NON-INFRINGEMENT. IF ANY IMPLIED WARRANTY CANNOT BE DISCLAIMED IN ANY TERRITORY
WHERE A PRODUCT IS SOLD, THE DURATION OF SUCH IMPLIED WARRANTY SHALL BE LIMITED TO
NINETY (90) DAYS. EXCEPT AS EXPRESSLY COVERED UNDER THE LIMITED WARRANTY PROVIDED
HEREIN, THE ENTIRE RISK AS TO THE QUALITY, SELECTION AND PERFORMANCE OF THE PRODUCT
IS WITH THE PURCHASER OF THE PRODUCT.

Limitation of Liability: TO THE MAXIMUM EXTENT PERMITTED BY LAW, D-LINK IS NOT LIABLE UNDER ANY
CONTRACT, NEGLIGENCE, STRICT LIABILITY OR OTHER LEGAL OR EQUITABLE THEORY FOR ANY
LOSS OF USE OF THE PRODUCT, INCONVENIENCE OR DAMAGES OF ANY CHARACTER, WHETHER
DIRECT, SPECIAL, INCIDENTAL OR CONSEQUENTIAL (INCLUDING, BUT NOT LIMITED TO, DAMAGES
FOR LOSS OF GOODWILL, LOSS OF REVENUE OR PROFIT, WORK STOPPAGE, COMPUTER FAILURE
OR MALFUNCTION, FAILURE OF OTHER EQUIPMENT OR COMPUTER PROGRAMS TO WHICH D-LINK’S
PRODUCT IS CONNECTED WITH, LOSS OF INFORMATION OR DATA CONTAINED IN, STORED ON, OR
INTEGRATED WITH ANY PRODUCT RETURNED TO D-LINK FOR WARRANTY SERVICE) RESULTING
FROM THE USE OF THE PRODUCT, RELATING TO WARRANTY SERVICE, OR ARISING OUT OF ANY
BREACH OF THIS LIMITED WARRANTY, EVEN IF D-LINK HAS BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES. THE SOLE REMEDY FOR A BREACH OF THE FOREGOING LIMITED WARRANTY IS
REPAIR, REPLACEMENT OR REFUND OF THE DEFECTIVE OR NON-CONFORMING PRODUCT. THE
MAXIMUM LIABILITY OF D-LINK UNDER THIS WARRANTY IS LIMITED TO THE PURCHASE PRICE OF
THE PRODUCT COVERED BY THE WARRANTY. THE FOREGOING EXPRESS WRITTEN WARRANTIES
AND REMEDIES ARE EXCLUSIVE AND ARE IN LIEU OF ANY OTHER WARRANTIES OR REMEDIES,
EXPRESS, IMPLIED OR STATUTORY.
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Governing Law: This Limited Warranty shall be governed by the laws of the State of California. Some states do
not allow exclusion or limitation of incidental or consequential damages, or limitations on how long an implied
warranty lasts, so the foregoing limitations and exclusions may not apply. This limited warranty provides specific
legal rights and the product owner may also have other rights which vary from state to state.

Trademarks: D-Link is a registered trademark of D-Link Systems, Inc. Other trademarks or registered trademarks
are the property of their respective manufacturers or owners.

Copyright Statement: No part of this publication or documentation accompanying this Product may

be reproduced in any form or by any means or used to make any derivative such as translation,
transformation, or adaptation without permission from D-Link Corporation/D-Link Systems, Inc., as
stipulated by the United States Copyright Act of 1976. Contents are subject to change without prior notice.

Copyright® 2002 by D-Link Corporation/D-Link Systems, Inc. All rights reserved.

CE Mark Warning: This is a Class B product. In a domestic environment, this product may cause radio
interference, in which case the user may be required to take adequate measures.

FCC Statement: This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses, and can radiate
radio frequency energy and, if not installed and used in accordance with the instructions, may cause harmful
interference to radio communication. However, there is no guarantee that interference will not occur in a
particular installation. If this equipment does cause harmful interference to radio or television reception,
which can be determined by turning the equipment off and on, the user is encouraged to try to correct the
interference by one or more of the following measures:

. Reorient or relocate the receiving antenna.

. Increase the separation between the equipment and receiver.

. Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

. Consult the dealer or an experienced radio/TV technician for help.

For detailed warranty outside the United States, please contact corresponding local D-Link office.

FCC Caution:
The manufacturer is not responsible for any radio or TV interference caused by unauthorized modifications

to this equipment; such modifications could void the user’s authority to operate the equipment.

(1) The devices are restricted to indoor operations within the 5.15 to 5.25GHz range. (2) For this
device to operate in the 5.15 to 5.25GHz range, the devices must use integral antennas.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions: (1) This device may not cause harmful interference, and (2) this device must accept any
interference received, including interference that may cause undesired operation.

IMPORTANT NOTE:

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment.
The antenna(s) used for this equipment must be installed to provide a separation distance of at least
eight inches (20 cm) from all persons.

This equipment must not be operated in conjunction with any other antenna.
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Registration
F

Register your product online at:
http://support.dlink.com/register

-

Product regiétration is entirely voluntary and failure to complete oeurn this
form will not diminish your warranty rights.
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